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PS C:\Users\Administrator> Enter-Pssossion
l[podomoB1): PS C:\Windows\system32> Get-Service

Nazo

CExecSuc
CoroMessagingRe. . .
CryptsSue
Dcoalaunch

Dhcp

Dnscache

EventlLog
EventSystem

gpsuc

1phlpsuc
LanmanWorkstation
LSM

HSDTC

nsi

ProfSuc
RpcEptMapper
RpcSe

SamSs

Schedule

SENS

SesscionEnv

SpPSUC
SystesEventoBroker
TermService
Themes
UserHanager
Winagmt

DicplayName

Container Execution Agent
CoreNessaging

Cryptographic Services

DCOM Server Process Launcher

DHCP Client

DNS Client

Hindowes Event Log

COM+ Event System

Group Policy Client

IP Helper

HWorkstation

Local Session Manager

Distributed Transaction Coordinator
Notwork Store Interface Service
User Profile Service

RPC Endpoint Mappeor

Romote Procedure Call (RPC)
Security Rccounts Manager

Task Scheduler

System Event Notification Service
Remote Decktop Configuration
Software Protection

Syctom Events Broker

Romote Desktop Services

Themeos

User Manager

Windows Hanagement Instrumentation

psdomo01
| Where-Object (5 _.sctatus
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S C:\Users\Rdministrator> get-container

Containers
V.| 926A3008-ACB7-4828-9086-438F82C1211C 1d :| 926a300b-ach7-4b28-9d86-45bF82¢1211¢
BaseNamedObjects
ContainerMappedDirectones
Device
GLOBAL?? v Containers
KernelObjects v [ 926A3008-ACB7-4828-9D86-45BF82C1211C
KnownDlls v BaseNamedObjects
KnownDlls32 Restricted
RPC Contrel ContainerMappedDirectories
Security Device
Sessions GLOBALY?
Windows KernelObjects
Pevrce KnownDils
Driver KnownDils32
FileSystem RPC Control
GLOBAL?? Security
KernelObjects 4 Sessions
KnownDlils v 2
KnownDIls32 AppContainerNamedObjects
NLS v DosDevices
ObjectTypes 00000000-000003e4
RPC Control 00000000-000003e5
Secunty BNOLINKS
Sessions Windows

psdemol!
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Q¥ Process Explorer - Sysinternals; www.sysinternaks.com [DEMC
File Options View Process Find Handle Users Melp
Uiliﬂilj'ﬁ FXAD

| | ]

| SNCIH
CPU  Private Bytes Working Set  PID  Description Company Name
E]- winiogon.exe 1404 K 1412K 3160 Windows Logon Appication Microsoft Corporation
Bosmcene 5936 K 10628 K 3956 NVIDIA User Experience Driver Component NVIDIA Corperation
& meamibd ene <0 3928k SA04K 6132
W meviveexe <0 4056 K 4520K 3932 NVIDIA Driver Helper Service, Version 35324 NVIDIA Corporation
" LogorLexe 15236 K 15792 K 5008 Windows Logon User Interface Host Microsoft Corporation
3 92tray.exe om 6644 K 788K 1768 GoToMyPC Most Launcher Catrix Onvine, a division of ..
& dwmexe 17,304 K 10,184 K 1420 Desktop Window Manager Microsoft Corporation
W cirssexe <0 2024 K 1196 K 3228 Chent Server Runtime Process Microsoft Corporation
& CheiMEexe 956 K 1616 K 5800 Microsoft IME Microsoft Corporation
& wininiLexe 896 K §232K 1760 Windows Start-Up Appication Microsoft Corporation
® svchostaxe 2272K 9272K 6732 Host Process for Windows Services Microsoft Corporation
& svehostexe 1,820K 6944 K 5924 Most Process for Windows Services Microsoft Corporation
(&7 swchostexe 2548 K 11,076 K 2688 Host Process for Windows Services Microsoft Corporation
6000 Hou Mxm ior Mom Som Mkmoﬂ meon

4544 K

2408 K
2016K

948K
4528 K
1424K
1848 K
2136K
2620K

ANAAN

9.660 K

8760 K
8080K
5384k
16248 K
6976 K
5892K
8600K
10316 K

AAINN

3mmhxmmmm
6912 Host Process for Windows Services
6972 Host Process for Windows Services

7160 Microsoft Software Protection Platform Service

7148 KMS Connection Beoker
6052 Services and Controlier app

5580 Microsoft Distributed Transaction Coordinator Service

3844 Local Security Authority Process

EEDLE £ 80mn k. [ SR .

Mkmoﬁ Corpouuon
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
Microsoft Corporation
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\Containers\926A3008-ACB7-4828-9086-45BF82C 1211 CO\RPC ControlLRPC-494370854650441010
\Containers\926A3008-ACB7-4828-9086-458F82C 121 1CO\RPC ContronSessEmPrivateRpe

\Defauit

\Containers\926A3008-ACE7-4828-9086-4S8F82C 1211C\KnownDis

\Containers\926A3008-AC87-4828-9086-45BF82C 1211 C\BaseNamedObjects
\Containers\926A3008-ACB7-4828-9086-45BFB2C 1211 C\BaseNamedObjects\TeormS vReady Event
Km0t s MarmumC ommutC ondtion

\Containers\926A3008-ACB7-4828-9086-458F82C 12110\BaseNarmedObjects\SENS Started Event
\Containers\926A3008-ACE7-4828-9086-4SBFE2C 12110\ BaseNamedObjects\TS Certificate Update Event
\Containers\926A3008-AC7-4828-9086-45BF82C 12110\ BaseNamedObcts\WINMGMT_COREDLL_CANSHUTDOWN
\Containers\926A3008-ACB7-4828-9086-45BF82C 12110\ BaseNamedObjcts\WINMGMT_PROVIDER_ CANSHUTDOWN
\Containers\926A3008-ACH7-4828-9086-45BF82C 1211 C\BaseNamedObjects\WMI_SysEvent_LodCtr
\Containers\926A3008-AC7-4828-9086-45BF82C 1211C\BaseNamedObjects\WMI_SysEvent_UnlodCtr
\Containers\926A3008-ACE7-4828-9086-458F82C 12110\ BaseNamedObjects\WMI_RevAdap_Set
\Containers\926A3008-ACS7-4828-9086-45BF82C 12110\BaseNamedObjects\WMI_RevAdap ACK
\Containers\926A3008-ACE7.4828.9086-458F82C 12110\ BaseNamedObjects\WMI_ProcessidieTasksStart
\Containers\926A3008-ACH7-4828-9086-45BF82C 1211 C\BaseNamedObjects\WMI_ProcessidieTasksComplete
\Containers\926A3008-ACH7-4828-9086-45BFB2C 1211 C\BaseNamedObjects\EVENT_READYROOT/CIMV2PROVIDERSUBSYSTEM
\Containers\926A3008-ACH7-4828-9086-45BF82C 1211C\BaseNamedObjects\WEEM _ESS_ OPEN_FOR_BUSINESS
\Containers\926A3008-ACH7-4828-9086-45BF82C 1211C\BaseNamedObcts\WINMGMT_PROVIDER_ CANSHUTDOWN
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[®7 svchost.exe 2408 K 8760 K 3340 Host Process for Windows Services Microsoft Corporation 2
l_l svchost.exe 2016K 8080 K 6912 Host Process for Windows Services Microsoft Corporation 2
[® svchost.exe 948 K 5344 K 6972 Host Process for Windows Services Microsoft Corporation 2
X [W sppsvc.exe 4528 K 16248 K 7160 Microsoft Software Protection Platform Service Microsoft Corporation 2
ﬁ % SppExtComObjExe 1424 6976 K 7148 KMS Connection Broker Microsoft Corporation 2
#E]m services.exe 1,848 K 5892K 6052 Services and Controller app Microsoft Corporation 2
g-» msdtc.exe 2136K 8600K 5580 Microsoft Distributed Transaction Coordinator Service Microsoft Corporation 2
[ Isass.oxe 2620K 10316 K 3844 Local Security Authority Process Microsoft Corporation 2
*EE " csrss.oxe 1,244 4132K 5596 Client Server Runtime Process Microsoft Corporation 2
B | CExecSvc.exe 888 K 4816K 6932 2
(2 Winobj.exe < 001 3928K 11,344K 4504 Sysinternals Winobj Sysinternals 1
=|# * winlogon.exe 3128K 4492K 884 Windows Logon Application Microsoft Corporation 1
Type Name
Mhread svehost.exe{5996) 6308
Mhread svchost.exe{5996) 5108
Mhread svehostexe(5996) 4324
Mread svchost.exe{5996) 6872
Mhread swchost.exe{5996) 6952
Mhread <Access is denied.>
Mhread svchost.exe{5996) 968
Mhread svehostexe({5996) 1744
Mread swchost.exe{5996) 6264
Mhread swehost.exe{5996): 6308
Mread svchost.exe{5996 7016
Mread svchost.exe{5996) 7004
Mhread svehost.exe{5996) 7012
Mread svchost.exe{5996) 1080
Thread swchost.oxe{5996) 5516
foken NT AUTHORIT\SYSTEM:3e7
foken NT AUTHORIT\SYSTEM: 307

Containers\926A300B-ACE7-4B28-9D86-458F82C1 21 1C\Windows\WindowStations\Service-0x0-3e7
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File View Help

v \ ~ |

Name Type
ArcName

{ o 653A7439-1E2E-42DE-AT4C-322ATAETFADE SymbolicLink \Device\HarddiskVolumed\Program Files\SysinternalsSuite
v BaseNamedObjects
Restricted
Caliback
v Containers

v 926A3008-ACB7-4B28-9086-458F82C1211C
v BaseNamedObjects
————FReatrreted
ContainerMappedDirectories
DereE
GLOBAL??
KernelObjects
KnownDlls
KnownDlIls32
RPC Control
Security
v Sessions
v 2
AppContainerNamedObjects
v DosDevices
00000000-000003e4
00000000-000003e5
BNOLINKS
Windows
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C:\ProgramData\Microsoft\Windows\Images

> This PC > Local Disk (C) > ProgramData > docker > windowsfilter v O Sesrch windowsfilter
4" Name Date modified Type Size
Doc ke rﬁ 6801d964fdaSb67eb36e005261¢1529¢cI6974bb02dfad52ee249638a18a93d 1 2016/1/7 17:56 File foldes
8572198a60111d10f72b13d6b23855¢2d48a9f1422920da0ce6b265bd37e4 76a 2016/1/7 17:56 File foldes
C:\Prograr dd29508192a9d06111d4d7bc714fd36fdcb2767d5b630340d28da9858015a83a 2016/1/26 1039 File foldes
’ dd29508192a9d06111d4d7bc714fd36fdcb2767d5b630340d28da9858015a83a-init 2016/1/26 1039 File foldes
1b9502407a9705767e91fa1a7bec? 2372572664597 4a54a9bd2e5 1adad5¢ 2016/1/1310:06  File foldes
3 1b9502407a9705767¢91fa1a7bec? 2372576764597 4a54a9bd2e5 1adad Sc-init 2016/1/1310:06  File foldes
> ~ d295089229d061f1ddd7bc714fd36fdcb2767d5b630340d28da9858015a83a 2016/1/26 10:41 Hard Disk Image F... 106,496 KB ]

- 1B950240729705767e91fa1a7bec? 237257 2e76c459¢i74a54a9bd2e51adad5¢ 2016/1/25 22:38 Hard Disk Image F... 75,776 KB
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/\1'7,( ] /. ,docker > windowsfiliter > fb9502407a9705767e91fala?bec?237257ae76c459¢iT4a54a9bd2e51adad5¢c > Hives

C:\ProgramData\Mi» Dote modified ~ Type
\CN — MICFOSOft_WIn DefaultUser_Delta 2016/1/19 18:2 Fil

Sam_Delta 2016/1/19 18:26 File 64 KB
Security_Delta ! 1918 )

DockerZ2EHIT | oo e it




Container Resource Management

Wimwsz 0 Neil Peterson | Last Updated: 2/23/2016 | 2 Contributors .‘

This is preliminary content and subject to change.

el RIBET

i ‘NOS . r'4 LOom ) FiC !
R SIS RS, A PSS S B SRS OT S S SV A,

image Performance Performance Graph Disk and Network GPU Graph Threads TCPW Secury Envionment Job  Strings

Job Name:
| \Container_0C201025-E0B1-4128-8D17-43D0C3BE00A
Processes n

Process PID

powershell exe 4708

Network bandwidth limits can be set on an exsisting container. To do so, ensure the container has a network adapter using the
Get-ContainerNetworkAdapter command. If a network adapter does not exist, use the Add-ContainerNetworkAdapter
command to create one. Finally, use the Set-ContainerNetworkAdapter command to limit the maximum egress network

bandwadth of the contaner.

The below sample the maximum bandwitch to 100Mbps.
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